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A. AUTOMATIC UPDATES

1.1 Windows Update

ﬂ The Windows Update feature can be utilized to install and manage updates for individual systems.

Windows Update

~ | You're up to date
) Last checked: Yesterday, 12:29 PM

Check for updates

Feature update to Windows 10, version 21H2

The next version of Windows is available with new features and security improvements. When you're ready for the
update, select "Download and install.”

® Pause updates for 7 days
Visit Advanced c ha

Q@ Qwange tive hot
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R sddition ontrols and settings

. Quality updates include regular security patches and software updates
. Feature upgrades consist of new features and Windows functionality

Both types contain all previous updates, which helps reduce the chance that a hacker or malware attack might
succeed in exploiting a mising update.

«»  Security updates are distributed on the second Tuesday of every month by Windows Update

«  Configure Active Hours to set when updates should NOT be installed

1.2 System Center Configuration Manager

ﬂ «  SCCM, a Microsoft software product, is a common standard for device patch-management. It includes a
suite of tools that administrators can use to manage servers and devices on a domain.

« In a corporate setting, the use of a software like SCCM is much more practical when it comes to
managing and configuring a significant number of systems.

< More recently, SCCM has undergone a name change and is currently referred to by Microsoft as
“Microsoft Endpoint Manager”. The functionality of Configuration Manager remains the same.

Third-party vendors such as BigFix, BladeLogic, and Tanium also offer patch-management solutions.



B. ENCRYPTED FILE SYSTEM

Windows EFS utilizes encryption to enhance the security of files and directories. It is available for Windows 10 Pro /
Enterprise / Education on NTFS volumes.

Any other Windows edition will display Encrypt contents to secure data greyed out on a selected item as follows:

Compress or Encrypt attributes

[ ] Compress contents to save disk space

Encrypt contents to secure data Details

The following items cannot be encrypted by EFS:

. Transactions

e  Compressed Files

. System Files/Directories
. Root Directories

See here for more information.

C. CONFIGURE LOGGING USING EVENT VIEWER

Bwindows Event Viewer is used to access logs regarding system events.

Press Windows Key + R to open Run and type eventvwr.msc

& event viewer
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There are two types of log files:
e Windows Logs — application, security, setup, system events

e Applications & Services Logs — other logs from applications and services to record
events

Create a custom view to monitor critical system events:
1. Under Action, click Create Custom View

2. On Filter tab, select Critical check box in Event Level


https://docs.microsoft.com/en-us/windows/win32/fileio/file-encryption

3. In By Log, expand Windows Logs with the down arrow and select only System
a. Click OK
4. Enter a name, such as System Critical Events and click OK

a. Your new custom view will now be located in the left pane under Custom Views

D. DISABLE UNUSED SERVICES AND FILTER PORTS

Hopen Services:

1. Press Win Key + R to open Run
2. Type services.msc

Type the name of a program, folder, document, or Internet

=/
resource, and Windows will open it for you.

Open: services.msc w

oK Cancel Browse...

3. Press Enter

.ié‘,Serwces
File Action View Help
&= @ 6= HE »»enp

. Services (Local)

Select an item to view its description.  Name Description Status StartupAType Log On As
;‘%anUserService_43dc7 This service..  Running  Automatic Local System
Q CDPUserSvc_43dc7 This user ser.. Running  Automatic Local System
\‘2; Intel(R) PROSet/Wireless Zer.. Manages th.. Running  Automatic Local System
'\QgWindows Push Notifications.. This servicer.. Running  Automatic Local System

« Each service’s status indicates whether it is currently Running or not

Services should be managed accordingly with the purpose of a particular device. For example, if
you were setting up a workstation to use a static IP address, you might disable the DHCP Client
service.



To disable a service and prevent it from starting up:

1. Right-click on the desired service to bring up a context menu

* 3 DHCP Client - Running  Automatid
(&, DCOM Serve Start ML. Running  Automatic

&, DbxSve Stop Ser.. Running  Automatic
{:), Cryptograph Pause thr. Running  Automatic
\(.?g Corsair Servii Restime ervi.. Running  Automatic
Q, Corsair MSI Rocturt UE.. Running  Automatic
Gk Corsair LLAS UE.. Running Automatic
Q, Corsair Gami All Tasks 7 Running  Automatic
{,?; CoreMessag| Rafresh .co.. Running Automatic
(& Background inf.. Running  Automatic
GBase Filtering Properties Filt.. Running  Automatic
S;Z; Windows Au au.. Running  Automatic
ff); Windows Au el _jau.. Running  Automatic

2. Select Properties
3. Change Startup type to Disabled

DHCP Client Properties (Local Computer) X
General LogOn Recovery Dependencies

Service name: Dhep
Display name: DHCP Client

[Registers and updates IP addresses and DNS ~
}records for this computer. If this service is stopped,

#thic ramniitar will nat ranaivia dimamin ID addraccac

Description:

Path to executable:
C:\WINDOWS\system32\svchost.exe -k LocalServiceNetworkRestricted -p

Startup type: lAulomatic e |

Automatic iDeIaied Slarti

Manual

. Disabled
Service status: Runmng

4. Click Stop at the bottom to shutdown the service (if running)

5. Click Apply to save changes and then click OK



Find all open ports and connections in command prompt:

1. Go to Windows search and type cmd

2. Right-click to run as administrator

All Apps Documents Web More *

Best match

| Command Prompt
App

Run as administrator
Apps

P Open file location
Comr

Pin to Start
Search the

Pin to taskbar

L cmd -

£ emd

3. Type netstat -ab

C:\WINDOWS\system32> netstat -ab
Active Connections

Proto Local Address Foreign Address State
TCP 9.0.0.0:135 DESKTOP-DJU8G0@: @ LISTENING

RpcSs
[svchost.exe]
TCP 0.0.0.0:445 DESKTOP-DJU8G0@: @ LISTENING
Can not obtain ownership information
TCP 0.0.0.0:902 DESKTOP-DJU8G0@: @ LISTENING
vmware-authd.exe

Note: Output includes open network ports and related applications/services using them



Close open ports using Windows Firewall:

1. Go to Start > type Windows Firewall > Open Windows Defender Firewall with
Advanced Security

All Apps Documents Web More ¥

Best match

=™ Windows Defender Firewall with
Advanced Security

App
Settings
-

Windows Defender Firewall

Allow an app through Windows
Firewall

Firewall & network protection
Check security status
Windows Security

Find and fix problems with Windows
Firewall

Search the web

£ windows firewall - See web results

£ windows firewall
2. Once open, select Inbound Rules

ﬂ Windows Defender Firewall witt
&3 Inbound Rules
&S Outbound Rules
®& Connection Security Rules
';1 Monitoring

3. The panel on the right will now display the option to create a New Rule for incoming
network traffic

Actions
Inbound Rules -
New Rule..

Filter by Profile

Filter by State

'Y

Filter by Group

v v v v

View

4. Click New Rule and then select Port



ﬂ New Inbound Rule Wizard

Rule Type
Select the type of firewall rule to create.

Steps:

@ Rule Type What type of rule would you like to create?

@ Protocol and Ports

@ Action O Program

@ Profile Rule that controls connections for a program.
@ Name @® Port

Rule that controls connections for a TCP or UDP port.

O Predefined:
@FirewallAPI.dII.-80200
Rule that controls connections for a Windows experience.

O Custom
Custom rule.

5. Click Next at the bottom

6. Select TCP or UDP depending on the service you're trying to block. For this example,
we will block Telnet, an unsecure service used to remotely interface into a system.

Telnet uses port 23 and TCP

Does this rule apply to TCP or UDP?

@® TCP
) ubpP

Does this rule apply to all local ports or specific local ports?

) All local ports

(® Specific local ports: 23
Example: 80, 443, 5000-5010

7. Click Next
8. Select Block the connection

What action should be taken when a connection matches the specified conditions?

() Allow the connection
This includes connections that are protected with |Psec as well as those are not.

(O Allow the connection if it is secure

This includes only connections that have been authenticated by using IPsec. Connections
will be secured using the settings in IPsec properties and rules in the Connection Security

Rule node.

(® Block the connection

9. Click Next



10. A rule can be enforced over different connections as desired

When does this rule apply?

Domain
Applies when a computer is connected to its corporate domain.

[ Private

Applies when a computer is connected to a private network location, such as a home
or work place.

[ Public
Applies when a computer is connected to a public network location.
Since Telnet is unsecure, leave all selected to block it no matter the connection.
11. Click Next
12. Enter a name to recognize the rule and note documentation

Name:
Block Telnet

Description (optional):
Closed port 23 on Domain, Private, and Public connections.

13. Click Finish



